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Administrative Details

m Lab 5 — Cache simulator, due next week
m Glow HW due next week

m Advising info session at 2:30 today (in Wege)



Last time

m Address translation (Ch 9.6)
m “Simple” memory system example



Today

m Simple memory system example wrapup (Ch 9.6)
m Case study: Core i7/Linux memory system (Ch 9.7)
m Dynamic Memory Allocation (Ch 9.9)



Review of Symbols

m Basic Parameters

E = 2¢ lines per set

>

Address of word:
[ thits | shbits | bbits |

) S=2ssets < Il [0 000 R el
® N=2":Number of addressesin | —————— — g index offet
virtual address space |
® M =2": Number of addresses in . . o l —
physical address space febese s ot
= P=2P :Page size (bytes) [] (e ] [o]s[2] 1]
valid bi !
. bt B = 2" bytes per cache block (the data)
m Components of the virtual address (VA)
= TLBI: TLB index . et il
] TLBT: TLB tag 13 12 11 10 9 8 7 6 5 4 3 2 1 0
= VPO: Virtual page offset SENEE A ———
= VPN: Virtual mber o o
- virtual page nu € Virtual Page Number Virtual Page Offset
m Components of the physical address (PA) (bits per field for our simple example)

PPO: Physical page offset (same as VPO)
PPN: Physical page number « cr a »<— O —
11 10 9 8 7 6 5 4 3 2 1 0

CO: Byte offset within cache line C T T T T T T T 1 T o
Cl: Cache index «————— PPN - PPO ——

CT: Cache tag Physical Page Number Physical Page Offset

(5]



Simple Memory System Example

m Addressing
" 14-bit virtual addresses
= 12-bit physical address
" Page size = 64 bytes (so offset = 6 bits)

13 12 11 10 9 8 7 6 5 4 3 2 1 0

A

VPN - VPO

v

Virtual Page Number Virtual Page Offset

11 10 9 8 7 6 5 4 3 2 1 0

A

X

v

PPN PPO
Physical Page Number Physical Page Offset



Simple Memory System

13 12 11 10 9 8 7 6 5 4 3 2 1 0

\ 4

VPN > VPO

A

VA = 0x0369 = 0b00 0011 0110 1001



Simple Memory System

13 12|11 10 9 8|7 6 5 43 2 1 0
o 0j]O0,0|1]1]0 1 1, 0|]1]0/|0) 1

\ 4

VPN > VPO

A

VA = 0x0369 = 0b00 0011 0110 1001



Simple Memory System TLB (VPN>PPN)

m 16 entries (4 sets)

m 4-way associative

< TLBT >
13 12 11 10 9 8 7 6 5 4 3 2 1 0

O 0 0|01 1|0 1

A

VPN o

VPO

\ 4

VPN = 0b00001107 = 0x0D

Translation Lookaside Buffer (TLB)

Set Tag PPN Valid Tag PPN Valid Tag PPN Valid Tag PPN Valid
0 03 - 0 09 oD 1 00 - 0 07 02 1
>1 |bo3 2D 1 02 - 0 04 - 0 0A - 0
2 02 - 0 08 - 0 06 - 0 03 - 0
3 07 - 0 03 oD 1 0A 34 1 02 - 0




]
Simple Memory System Page Table

What happens on TLB miss?
If PTE not in TLB, need to get PTE from main memory
Only showing the first 16 entries here (out of 28 = 256)

Note: VPN not actually part of page table (shown for reference...it’s just an index)

VPN PPN Valid VPN PPN Valid

00 28 1 08 13 1

01 - 0 09 17 1

02 33 1 0A 09 1

03 02 1 0B - 0

04 - 0 0oC - 0

05 16 1 oD 2D 1 0x0D — 0x2D
06 - 0 OE 11 1

07 - 0 OF oD 1

TLBT ><— TLBI —
s ToTo e Ao AT T T T T T 111098765|4|3\2|1|0|

[o0JoJoJo[aJaJoJa[ [ [ [ [ [ | wesmp [1[0]1[2]0T12

VPN > VPO ———— PPN

|
> PPO ———




]
Simple Memory System Cache

(after finding PPN in TLB or PT in mem)
m 16 lines, 4-byte block size

m Physically addressed V[0b00001101 ] = V[0x0369]
P[0b101101101001] = P[0XB69] = Ox15

m Direct mapped /
« = €l —>+<=C0 —
11 0 9 8 6 5 4 3 2 1
1/0(1/]1/0/1]1/0]1]0|0 |1
< PPN - PPO >
Tag =10 1101=2D; Set=1010=A
Set Tag Valid B0 B1 B2 B3 Set Tag Valid B0 B1 B2 B3
0 19 1 99 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - 9 2D 0 - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 0 - - - - B 0B 0 - - - -
4 32 1 43 6D 8F 09 C 12 0 - - - -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -




]
Simple Memory System Cache

(after finding PPN in TLB or PT in mem)
m 16 lines, 4-byte block size

m Physically addressed V[0b00001101 ] = V[0x0369]
P[0b101101101001] = P[0XB69] = Ox15

m Direct mapped /
« = €l —>+<=C0 —
11 0 9 8 6 5 4 3 2 1
1/0(1/]1/0/1]1/0]1]0|0 |1
< PPN - PPO >
Tag =10 1101=2D; Set=1010=A
Set Tag Valid B0 B1 B2 B3 Set Tag Valid B0 B1 B2 B3
0 19 1 99 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - 9 2D 0 - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 0 - - - - B 0B 0 - - - -
4 32 1 43 6D 8F 09 C 12 0 - - - -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -




Address Translation Example

Virtual Address: 0x03D4

< TLBT ><— TLBI —
13 12 11 10 9 8 6 5 3 1 0
0 0 0 0 1 1 1 0 0 0 0
4 VPN = VPO >
VPN OxOF TLBI Ox3 TLBT 0x03 TLB Hit? Y. Page Fault? N PPN: OxOD
TLB
Set Tag PPN Valid Tag PPN Valid Tag PPN Valid Tag PPN Valid
0 03 - 0 09 oD 1 00 - 0 07 02 1
1 03 2D 1 02 - 0 04 - 0 0A - 0
2 02 - 0 08 - 0 06 - 0 03 - 0
3 07 - 0 03 oD 1 0A 34 1 02 - 0

13



Address Translation Example Cach
ache
Set Tag Valid BO B1 B2 B3 Set Tag Valid BO B1 B2 B3
0 19 1 929 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - 9 2D 0 - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 0 - - - - B 0B 0 - - - -
4 32 1 43 6D 8F 09 C 12 0 - - - -
5 ob 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -
Physical Address
« cT > Cl >+<— CO —
11 10 7 5 4 3 2 1 0
0 0 1 0 1 0 1 0 1 0 0
. PPN = PPO >
CO 0 _ Cl 0x5 CT 0x0D Hit? Y Byte: 0x36
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Address Translation Example Cache
Set Tag Valid BO B1 B2 B3 Set Tag Valid BO B1 B2 B3
0 19 1 929 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - 9 2D 0 - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 36 0 - - - - B 0B 0 - - - -
4 32 1 43 6D 8F 09 C 12 0 - - - -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -

Physical Address

< cT > cl ><— O —

11 10 9 8 7 6 5 4 3 2 1 0

A
o
-
2
v
A
o
<
@
v

CO_0_ Cl.Ox5 CT 0x0D Hit? Y Byte: 0x36

15



Address Translation Example: TLB/Cache Miss

Virtual Address: 0x0020

< TLBT ><— TLBI —
13 12 11 10 9 8 7 6 5 4 3 2 1 0

o,o0/0|,0,0, 00|01 |0|0|0 00O

A

VPN = VPO

v

VPN 0x00 TLBI_O0 TLBT _0x00 TLB Hit? _N  Page Fault? _N  PPN:

Physical Address Page table

« < I e VPN | PPN | Valid

r co 00 | 28 1

11 10 9 8 7 6 5 4 3 2 1 0 01 - 0

1/ 0(1/0|0|0|1/0|0|O0|O0]|O 02 | 33 1

< PPN P PPO . 03 02 1

04 | - 0

co_0 c1 0x8 ¢ 0x28 Hit? Byte: 05 | 16 1

06 | - 0

07 | - 0




Address

‘ranslation Example: TLB/Cache Miss

Set Tag Valid BO B1 B2 B3 Set Tag Valid BO B1 B2 B3
0 19 1 99 11 23 11 8 24 1 3A 00 51 89
1 15 0 - - - - |l o 2D 0 - - - -
2 1B 1 00 02 04 08 6 A 2D 1 93 15 DA 3B
3 36 0 - - - - Ia B 0B 0 - - - -
4 32 1 43 6D 8F 09 HH C 12 0 - - - -
5 ob 1 36 72 FO iD {1 D 16 1 04 96 34 15
6 31 0 - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 |L F 14 0 - - - -
Physical Address Page table
« cT >< cl >«— CO — VEN | PPN | Yol

00 | 28 | 1

11 10 8 7 6 4 3 2 1 01 - 0

1 0 1 0 0 0 1 0 0 0 0 02 33 1

< PPN P PPO S 03 02 1

04 | - 0

co_0 cI0x8  cr 0x28  hirp N Byte: Mem 05 | 16 | 1

06 | - 0

07 | - 0




Today

m Case study: Core i7/Linux memory system (Ch 9.7)

18



Intel Core i7 Memory System

Processor package

i Core x4 E

E N Instruction MMU i

i © fetch (addr translation) i

. A .

: A4 A4 '

i L1 d-cache L1 i-cache L1 d-TLB L1i-TLB |

: 32 KB, 8-way 32 KB, 8-way 64 entries, 4-way 128 entries, 4-way !

| A A 1

E A\ 4 A 4 \ 4 A 4 E

! L2 unified cache L2 unified TLB !

i 256 KB, 8-way 512 entries, 4-way ;

1 A 1

E ,» To other
! QuickPath interconnect 3 cores

i 4 links @ 25.6 GB/s each ' To /0
E i bridge
: v v v :

: L3 unified cache DDR3 Memory controller :

! 8 MB, 16-way B 3 x 64 bit @ 10.66 GB/s !

E (shared by all cores) 32 GB/s total (shared by all cores) E

________________________________________________________________ I

Main memory

19




9.7 Case Study: The Intel Core i7/Linux Memory System

We conclude our discussion of virtual memory mechanisms with a case study of
a real system: an Intel Core i7 running Linux. Although the underlying Haswell
microarchitecture allows for full 64-bit virtual and physical address spaces, the
current Core i7 implementations (and those for the foreseeable future) support a
48-bit (256 TB) virtual address space and a 52-bit (4 PB) physical address space,
along with a compatibility mode that supports 32-bit (4 GB) virtual and physical

address spaces.

Only use 48 bits for virtual addresses!

20



End-to-end Core i7 Address Translation

CPU

>
Bl

32/64
Result

A

Virtual address (VA)
v 12

I_. VPN VPoI,

A

L2, L3, and

main memory

3zI 4

L1
hit

A

L1

miss

TLBT | TLBI 11d h
| -cache
! ! ! ! TLB (64 sets, 8 lines/set)
> hit b
TLB > <
miss :
—>] I I I | C T T T T T T T Je—
A A A A A A A
L1 TLB (16 sets, 4 entries/set)
v9 9 9 9 a0 | | 12 40 6 6
VPN1 | VPN2 [ VPN3 | VPN4 PPN PPO # CT cllco
I T 4 Physical __
CR J g J > address
(PTBR) Liorell b pre |l s/ pre | L] pTE (PA)

Page tables

21



-]
Core i7 Level 1-3 Page TabIe Entrles

63 62 52 51 12 11 3 2 1 0
XD Unused Page table physical base address Unused G | PS A | CD | WT|U/S|R/W|P=1
Available for OS (page table location on disk) P=0

Each entry references a 4K child page table. Significant fields:
P: Child page table present in physical memory (1) or not (0).

R/W: Read-only or read-write access access permission for all reachable pages.
U/S: user or supervisor (kernel) mode access permission for all reachable pages.
WT: Write-through or write-back cache policy for the child page table.

CD: Cache disable. If set, the page table or PP it points to cannot be cached.

A: Reference bit (set by MMU on reads and writes, cleared by software).

PS: Page size either 4 KB or 4 MB (defined for Level 1 PTEs only).

G: Global bit. If set, other processes use this translation also, so don’t flush it from
the TLB upon process context switches.

Page table physical base address: 40 most significant bits of physical page table
address (forces page tables to be 4KB aligned)

XD: Disable or enable instruction fetches from all pages reachable from this PTE.
(helps reduce buffer overflow attacks) 22



-]
Core i7 Level 4 Page Table Entrles

63 62 52 51 12 11 5 4 3 2 1 0
XD Unused Page physical base address Unused G D| A |[CD|WT|U/SR/W|P=1

Available for OS (page location on disk) P=0

Each entry references a 4K child page. Significant fields:

P: Child page is present in memory (1) or not (0)

R/W: Read-only or read-write access permission for child page

U/S: User or supervisor mode access

WT: Write-through or write-back cache policy for this page

CD: Cache disable. If set, the page table or PP it points to cannot be cached.
A: Reference bit (set by MMU on reads and writes, cleared by software)

D: Dirty bit (set by MMU on writes, cleared by software)

G: Global bit. If set, other processes use this translation also, so don’t flush it from
the TLB upon process context switches.

Page physical base address: 40 most significant bits of physical page address
(forces pages to be 4KB aligned)

XD: Disable or enable instruction fetches from this page. ’a



Core i7 Page Table Translation

12 Virtual
VPN 1 VPN 2 VPN 3 VPN 4 VPO
address
L1 PT L2 PT L3 PT L4 PT
Page global Page upper Page middle Page
40 directory 40 directory a0 directory 49 table
CR3 T IAd f>
Physical
address Offset into
of L1 PT /12 physical and
» L1PTE » L2 PTE » L3PTE — L —| L4PTE virtual page
Physical
address
512 GB 1GB 2MB 4 KB of page
region region region region
per entry per entry per entry per entry
40
l 7
40 12 Physical
PPN PPO

address
24



Virtual Address Space of a Linux Process

-
Process-specific data )
. tables,
Different for< structs (ptables
task and mm structs,
each process Kernel
kernel stack) )
~ virtual
Identical for Physical memory memory
each process Kernel code and data )
User stack \
%rsp —» ‘
Memory mapped region
for shared libraries
Process
brk — t > virtual
Runtime heap (malloc) memory
Uninitialized data (.bss)
Initialized data (.data)
0x00400000 —, _Program text (.text)
J 25




Next Up: Dynamic Memory Allocation (Ch 9.9)

m Programmers use dynamic
memory allocators (such as
malloc)to acquire VM at
run time.

" For data structures whose size is
only known at runtime.

m Dynamic memory allocators
manage an area of process
virtual memory known as the
heap.

Application

Dynamic Memory Allocator

Heap

User stack

x ¥

Top of heap

Heap (viamalloc)

4— (brk ptr)

Uninitialized data (.bss)

Initialized data (.data)

Program text (. text)

28



Dynamic Memory Allocation

m Allocator maintains heap as collection of variable sized
blocks, which are either allocated or free.

m Types of allocators

= Explicit allocator: application allocates and frees space
= E.g., mallocand freeinC

= Implicit allocator: application allocates, but does not free space
= E.g. garbage collection in Java and Python

m We will discuss simple explicit memory allocation
" Topic of Lab 6!

29



-]
The malloc Package

#include <stdlib.h>

volid *malloc(size t size)
= Successful:

= Returns a pointer to a memory block of at least size bytes
aligned to an 16-byte boundary (on x86-64)

» [f size == 0, returns NULL
= Unsuccessful: returns NULL (0) and sets errno

vold free(void *p)
= Returns the block pointed at by p to pool of available memory

" p must come from a previous calltomalloc or realloc

Other functions
* calloc: Version of malloc thatinitializes allocated block to zero.
" realloc: Changes the size of a previously allocated block.
= sbrk: Used internally by allocators to grow or shrink the heap

30



.
malloc Example

#include <stdio.h>
#include <stdlib.h>

void foo(int n) {
int i1, *p;

/* Allocate a block of n ints */

p = (int *) malloc(n * sizeof (int));
if (p == NULL) {

perror ("malloc") ;

exit (0) ;

}

/* Initialize allocated block */
for (i=0; i<n; i++)
pli] = 1i;

/* Return allocated block to the heap */
free(p);

31



More on this next time!



