
Announcements

- Final project implementation plans due today

- All three lab periods will be open to all students for 
final project work

- Homework on Dijkstra’s algorithm due Wednesday



Today’s Outline

• Transport layer protocols

• Ports

• UDP

• TCP

• Acknowledgements and Retransmission

http://s114.photobucket.com/albums/n248/skeehan01/?action=view&current=Shrek.flv
http://s114.photobucket.com/albums/n248/skeehan01/?action=view&current=Shrek.flv
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IP Datagram Format

IP
version

Hdr
len

Service
class

Packet
Length

Packet NumberPacket NumberPacket Number Fragment Number

TTLTTL Protocol Error Check

From AddrFrom Addr
To AddrTo Addr

DATA (up to 65516 bytes)DATA (up to 65516 bytes)
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UDP Packet Format

Source Port Destination Port

Length Optional Error Check

DATADATA

1616



UDP packet inside IP packet

IP
version

Hdr
len

Service
class

Packet
Length

Packet NumberPacket NumberPacket Number Fragment Number

TTLTTL Protocol Error Check

From AddrFrom AddrFrom Addr
To AddrTo AddrTo Addr

Source PortSource PortSource Port Destination Port

LengthLength Optional Error Check

DATA DATA DATA 
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Top 4 reasons IP packets 
get lost: . . .



4: Cosmic
Rays



3: Electrical
Interference



http://www.scourstop.com/images/photos/full/backhoe.jpg

2: Back Hoes

http://www.scourstop.com/images/photos/full/backhoe.jpg
http://www.scourstop.com/images/photos/full/backhoe.jpg


http://www.1010wins.com/pages/32068.php?contentType=4&contentId=136945
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DATA

ACKNOWLEDGMENT

NORMAL TCP DATA TRANSMISSION



DATA LOSS

Timer expires Retransmission

Data loss



ACKNOWLEDGMENT LOSS + PACKET DUPLICATION

Retransmission
VS.



Sequence and Acknowledgment Numbers

Loss Case

Seg. # 1

Ack. # 1

Seg. # 1

Ack. # 1

Seg. # 1

Ack. # 1

Seg. # 2

Ack. # 2

No Loss Case



TCP Segment Format

Source PortSource PortSource Port Destination Port

Sequence (Segment) NumberSequence (Segment) NumberSequence (Segment) Number

Acknowledgment NumberAcknowledgment NumberAcknowledgment Number

Hdr Len Flags Receiver window
Error CheckError CheckError Check Urgent Pointer

DATADATA

1616



TCP packet inside IP packet
IP

version
Hdr
len

ServiceService
class

Packet
Length

Packet NumberPacket NumberPacket NumberPacket NumberPacket Number Fragment Number

TTLTTLTTL ProtocolProtocol Error Check

From AddrFrom AddrFrom Addr
To AddrTo AddrTo Addr

Source PortSource PortSource PortSource PortSource Port Destination Port
Sequence NumberSequence NumberSequence NumberSequence Number

Acknowledgement NumberAcknowledgement NumberAcknowledgement NumberAcknowledgement NumberAcknowledgement Number
Hdr LenHdr Len Flags Receiver Window

Error CheckError CheckError CheckError CheckError Check Urgent Pointer
DATA DATA DATA 

1684 4



...inside Ethernet packet!

PREAMBLE TO FROM LENGTH/
TYPE

ERROR 
CHECK

64 48 48 16 variable 32

IP
version

HdrHdr
len

ServiceService
class

Service Packet
Length

Packet NumberPacket NumberPacket NumberPacket NumberPacket Number Fragment Num

TTLTTL ProtocolProtocolProtocol Error Check

From AddrFrom AddrFrom Addr

To AddrTo AddrTo Addr
Source PortSource PortSource PortSource PortSource Port Destination PortDestination Port

Sequence NumberSequence NumberSequence NumberSequence NumberSequence Number

Acknowledgement NumberAcknowledgement NumberAcknowledgement NumberAcknowledgement NumberAcknowledgement NumberAcknowledgement NumberAcknowledgement Number

Hdr 
Len
Hdr 

Flags
Receiver 
Window

Error CheckError CheckError CheckError CheckError Check Urgent PointerUrgent Pointer

DATA DATA DATA 



DATA

ACKNOWLEDGMENT

NORMAL TCP DATA TRANSMISSION?



Maintaining Transmission Efficiency
Segment 1
Segment 2
Segment 3
Segment 4
Segment 5
Segment 6
Segment 7
Segment 8
Segment 9
Segment 10
Segment 11
Segment 12

Ack 1
Ack 2
Ack 3
Ack 4
Ack 5
Ack 6
Ack 7
Ack 8
Ack 9
Ack 10
Ack 11
Ack 12



Cumulative Acknowledgments
Segment 1
Segment 2
Segment 3
Segment 4
Segment 5
Segment 6
Segment 7
Segment 8
Segment 9
Segment 10
Segment 11
Segment 12

Ack 1
Ack 2
Ack 3
Ack 4
Ack 5
Ack 6
Ack 7
Ack 8
Ack 9
Ack 10
Ack 11
Ack 12



Cumulative Acknowledgments
Segment 1
Segment 2
Segment 3
Segment 4
Segment 5
Segment 6
Segment 7
Segment 8
Segment 9
Segment 10
Segment 11
Segment 12

Ack 1
Ack 2
Ack 3
Ack 4
Ack 5
Ack 6
Ack 7
Ack 7
Ack 7
Ack 7
Ack 7

Segment 8

Ack 12



Byte Number Sequencing
BYTE 1

BYTE 21

BYTE 121
Ack 21

Ack 121

Ack 171

Length = 20Length = 100Length = 50



Slow Segments == Confused Conversations
GET /index.html 1

Ack 1
Contents of index.html 1

Retransmission of 
GET /index.html 1

Ack 1
Contents of index.html 1

GET /main.html 1

Ack 1



The Connection Start 3-Way Handshake
SYN (seq # = x)

Ack x+1 & 
SYN (seq # = y) 

Ack y+1

Ack x+2
Contents of index.html 

(seq = y+1)

GET /index.html x+1



TCP Segment FormatTCP Segment FormatTCP Segment FormatTCP Segment Format

16 16
Source PortSource PortSource Port Destination Port

Sequence (Segment) NumberSequence (Segment) NumberSequence (Segment) Number
Acknowledgment NumberAcknowledgment NumberAcknowledgment Number

Hdr Len Flags Receiver window
Error CheckError CheckError Check Urgent Pointer

DATADATA



Flags
(nothing) Here’s some data

SYN Connect

FIN Disconnect

ACK I got segment #__

RESET I’m confused and want to 
hang up

URG By the way, ...

PUSH Send data now



Connection Termination
FIN (seq # = z)

Ack z=1 & 
FIN (seq # = W) 

Ack W+1


