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Kindle Fire:  
• Kernel Based on AOSP (modified Linux kernel — 

effectively Android) 
• Install applications from Amazon App Store 
• Basically just reskinned Android. Can install 

other OSes, if you’re willing to void your 
warranty (or just sideload Android apps)

E-ink Kindle: 
• Based on Linux kernels as well 
• Limited by small form factor and low screen refresh 

rates. 
• Connection to Amazon e-book store, but no support for 

installing applications since Amazon closed its Active 
Content Store

https://goodereader.com/blog/kindle/amazon-kindle-active-content-has-been-deleted
https://goodereader.com/blog/kindle/amazon-kindle-active-content-has-been-deleted


The Kindle’s Kernel (and the Surrounding OS)

• The Kindle’s code and Amazon’s 
modifications to it are available because of 
the Linux Kernel’s use of the GNU General 
Public License v2, which specifies that 
derivative products make modifications to 
the licensed content used available publicly


• Companies have been taken to court over 
failure to make source code used under 
GPL and modifications made available 
publicly (i.e. Cisco in 2009 v.s. the FSF)


• All Kindle source code (modified from GPL 
sources) since the original Kindle in 2007 
are available to download.

http://www.apple.com
http://www.apple.com
https://www.amazon.com/gp/help/customer/display.html?ie=UTF8&nodeId=200203720


Kindle Source Code (For K1)



“

“

Is the Kindle a “Closed System”?



Jailbreaking the Kindle
• We could certainly install our own applications, right? At one point, the e-

ink Kindles had an “Active content” section — what if we could somehow 
reinstate it and run our own applications?


• This process is called “Jailbreaking” — effectively, it allows for the 
installation of applications from sources other than the “official channels” 
— which, for e-ink Kindles, are all officially closed.


• This requires some way of getting new software onto the Kindle, and also 
adding support to let the Kindle open and run applications and to display 
them to the user.



Performing a jailbreak
• Achieved by a few methods:


• Imitating an update from Amazon — a .bin or similar file is placed in the root directory, 
where software updates go after they’ve been downloaded on the Kindle OS. The 
installing user updates the Kindle, and this dummy update is installed.


• Typically, the “update” registers a developer key which specifies to the system and 
associates it with a user who is then granted root access to the machine. Software 
added to the device will be signed by this key.


• The user must be careful to prevent future updates from Amazon from automatically 
downloading, which can be done by installing another bin file through a similar process.


• The jailbreaking user can now install an application launcher such as KUAL, which will 
subsequently allow the user to run others’ code or their own by the use of “buttons”.



Jailbreak example code: KindleBreak



Jailbreak example code: KindleBreak



The KUAL Launcher
• Because the Kindle O/S is not replaced by this process — it only adds a 

user — we are still constrained by the interface offered by the kindle; also, 
writing a new OS would be difficult because some kindle components use 
proprietary drivers or are otherwise not open-source.


• Thus, a happy middle ground between writing an OS from scratch and doing 
nothing at all would be something like KUAL; KUAL is effectively an app for 
launching and displaying other apps. KUAL is written in the AZW2 format, 
which is the format for “Active Content” that Amazon once supported.


• The app makes uses of buttons to trigger shell scripts, which can 
subsequently run other programs available to the user.



Can It Run Doom?



Can It Run Doom?
No, but it can run Alpine Linux!







Final Thoughts
• Despite a lack of maker support from Amazon beyond the bare legal 

requirement, the Kindle ecosystem is the site of a vibrant and dedicated 
hacker community.


• Although the Kindle itself is not an “open” platform, it relies on a broad range 
of open-source projects to operate. Amazon benefits from open-source 
projects, but by making it difficult for users to install their own apps without 
relying on some degree of technical knowledge, they reduce the power of 
the user to use their device as they see fit.


• Although in this case Amazon tolerates the jailbreaking community, other 
companies — notably Apple — have taken legal action in order to classify 
jailbreaking as a copyright issue.
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