Kindle, Licenses, and
Jailbreaking
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Kindle Fire:

 Kernel Based on AOSP (modified Linux kernel —
effectively Android)

* Install applications from Amazon App Store

 Basically just reskinned Android. Can install
other OSes, if you’re willing to void your
warranty (or just sideload Android apps)
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E-ink Kindle:
 Based on Linux kernels as well
 Limited by small form factor and low screen refresh

rates.
« Connection to Amazon e-book store, but no support for
installing applications since Amazon closed its Active

Content Store



https://goodereader.com/blog/kindle/amazon-kindle-active-content-has-been-deleted
https://goodereader.com/blog/kindle/amazon-kindle-active-content-has-been-deleted

The Kindle’s Kernel (and the Surrounding OS)

 The Kindle’s code and Amazon’s Licenses with GPLv3

modifications to it are available because of
the Linux Kernel’s use of the GNU General
Public License v2, which specifies that Zlib License > X11 License . XEree86 Apache

1.1 License License 2.0

derivative products make modifications to Y Y
. . . : E t
the licensed content used available publicly ISC License >——= 2P

Public Modified BSD
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 Companies have been taken to court over Domain License
fallure to make source code used under
GPL and modifications made available
publicly (i.e. Cisco in 2009 v.s. the FSF)

* All Kindle source code (modified from GPL
sources) since the original Kindle in 2007
are available to download.



http://www.apple.com
http://www.apple.com
https://www.amazon.com/gp/help/customer/display.html?ie=UTF8&nodeId=200203720

Kindle Source Code (For K1)

| alsa-lib-1.0.6
| alsa-utils-1.0.6
| binutils-2.16.1
| bsdiff-4.3
| busybox-1.01
| bzip2-1.0.3

® dosfstools-2.11
| e2fsprogs-1.38
| freetype-2.1.10
| gcc-3.4.2

W jpeg-6b
| libpng-1.2.8
| linux-2.6.10
| module-init-tools-3.1
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™ ncurses-5.4
| ppp-2.4.4b1
| procps-3.2.7
| taglib-1.4
™ u-boot-1.1.2
| uClibc-0.9.27
l util-linux-2.12
| zlib-1.2.3
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Is the Kindle a “Closed System”?

BIZ & IT —

Amazon code release irrelevant, Kindle is still
closed

“Tragically, a growing number of hardware makers are using code signing and other technical measures to
prevent users from swapping out the software that comes with a device. The Kindle is sadly one such device.
Even though the source code of the Kindle's kernel is available, it's useless as far as Kindle enhancement is
concerned because Amazon blocks installation of custom versions on the product. This means that the
Kindle is a fundamentally closed device despite its use of some open source software.

WHOA. WHATS THIS?

m.
»
" .\ - - . -
1 . -
- . ‘.Q.l..
Y 1

TRY CONNECTING | \JHAT’S THE FILE? .
TIT T GUESS. LE—

ITS OFFERING UP .
- o~ | | PURCHASED RGHTS
\ A DRIVE WiTH ;’_"‘a?t""‘““"- =1 | 7 view wis T1e.
he_Giving _Tree azw |
\ [ENDWNG 16
NEVER HEARD NOT ENARED.
oF IT LETS 117

ONE FILEON IT.

TRKE A LOOK!




Jailbreaking the Kindle

 \We could certainly install our own applications, right? At one point, the e-
iINk Kindles had an “Active content” section — what if we could somehow
reinstate it and run our own applications?

* This process is called “Jailbreaking” — effectively, it allows for the
installation of applications from sources other than the “official channels”
— which, for e-ink Kindles, are all officially closed.

* This requires some way of getting new software onto the Kindle, and also
adding support to let the Kindle open and run applications and to display
them to the user.



Performing a jailbreak

* Achieved by a few methods:

Imitating an update from Amazon — a .bin or similar file is placed in the root directory,
where software updates go after they’ve been downloaded on the Kindle OS. The
installing user updates the Kindle, and this dummy update is installed.

Typically, the “update” registers a developer key which specifies to the system and
associates it with a user who is then granted root access to the machine. Software
added to the device will be signed by this key.

The user must be careful to prevent future updates from Amazon from automatically
downloading, which can be done by installing another bin file through a similar process.

The jailbreaking user can now install an application launcher such as KUAL, which will
subsequently allow the user to run others’ code or their own by the use of “buttons”.



Jaillbreak example code: KindleBreak

jb-kindlebreak

Name

R
A jb.sh
B kindlebreak.html

B kindlebreak.jxr




Jaillbreak example code: KindleBreak

#!/bin/sh
#
# Quick'n dirty JB key install script for KindleBreak.

#
# $Id: jb.sh 18327 2021-03-24 18:08:54Z NiLule $
#
##

# Helper functions, in case the bridge was still kicking.
make_mutable() {
local my_path="¢${1}"

# NOTE: Can't do that on symlinks, hence the hoop-jumping...

if [ -d "${my_path}" ] ; then
find "${my_path}" -type d -exec chattr -i '{}' \;
find "${my_path}" -type f -i '{}'\;
elif [ -f "${my_path}" 1 ; then

fi
}

# We actually do need that one
make_immutable() {
local my_path="${1}"
if [ -d "${my_path}" ] ; then
find "${my_path}" -type d -exec chattr
find "${my_path}" -type f
elif [ -f "${my_path}" 1 ; then

fi
}

# KindleBreak specificity, as it may be hung/hogging resources.

killall mesquite

# For logging
[ -f "/etc/upstart/functions" ] && source "/etc/upstart/functions"

}

kb_log "Loaded logging functions" "main"

# Duh'
mntroot rw

kb_log "Removed existing developer key" "jb"

kb_log "Didn't find existing developer key" "jb"

ey0l.pem" << EOF

L L L 0000 FeONNS

+CAVEV86Y2ph0J3mLkOEKOUQXbIUT

0000000 OONNS LA AL L L L L Ll L L Ll Ll L Ll Ll Ll Ll Ll

RET="$7"

if [ -f "/etc/uks/pubdevkey@l.pem” ] ; then
kb_log ' eveloper key (${RET})" "jb"

else
kb_log "Unable to create developer key (${RET})" "jb"

fi

chown root:root "/etc/uks/
chmod 0644 "/etc/uks/pubde

2000000

make_immutable "/etc/uks/pu

L L L >

e
-

ING_FEATURES_ENABLED __REMOVE_AT GMC"

0.00Q...0O000"0...0000000"“0000000.."‘:: P00 0

Qm:

make_immutable '

/
d

kb_log "Enabled developer flag" "br"
# Bye

sync

mntroot ro

200000000

kb_log "Finished installing jailbreak, restarting..." "main"

# Cleanup

rm —f */mnt/us/king
rm —f */mnt/us/kind
rm =f "/mnt/us/jb.sh"
rm —f */mnt/us/jb"

sync

# Reboot
reboot -f




The KUAL Launcher

 Because the Kindle O/S is not replaced by this process — it only adds a
user — we are still constrained by the interface offered by the kindle; also,

writing a new OS would be difficult because some kindle components use
proprietary drivers or are otherwise not open-source.

 Thus, a happy middle ground between writing an OS from scratch and doing
nothing at all would be something like KUAL; KUAL is effectively an app for
launching and displaying other apps. KUAL is written in the AZW?2 format,
which is the format for “Active Content” that Amazon once supported.

* The app makes uses of buttons to trigger shell scripts, which can
subsequently run other programs available to the user.



Can It Run Doom?
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Alpine Linux on Kindle PW3 with Chromium and Mate Desktop Environment

Can It Run Doom?

No, but it can run Alpine Linux!
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kindle-doom -- a port of PrBoom for the Kindle 4

Description

This repository contains the source code for a port of the PrBoom project to the Kindle 4. It is not intended as

anything more than a proof-of-concept: the Kindle's e-ink display is absolutely not adapted to gaming.
5
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Limitations

ne code is horrible, | only tried to hack together something that works.

nere's no sound support, because my Kindle doesn't have speakers / aux output.

ne game Is basically unplayable because of the e-ink refresh mode, but it's still a nifty demo nevertheless.
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Final Thoughts

* Despite a lack of maker support from Amazon beyond the bare legal
requirement, the Kindle ecosystem is the site of a vibrant and dedicated
hacker community.

* Although the Kindle itself is not an “open” platform, it relies on a broad range
of open-source projects to operate. Amazon benefits from open-source
projects, but by making it difficult for users to install their own apps without
relying on some degree of technical knowledge, they reduce the power of
the user to use their device as they see fit.

* Although In this case Amazon tolerates the jailbreaking community, other
companies — notably Apple — have taken legal action in order to classify
jailbreaking as a copyright issue.



Sources

https://arstechnica.com/information-technology/2009/06/amazon-code-release-irrelevant-kindle-is-still-
closed/

https://www.cnet.com/culture/what-will-you-do-with-amazons-kindle-source-code/

https://www.mobileread.com/forums/showthread.php?t=203326 (KULA)

https://www.mobileread.com/forums/showthread.php?t=338268 (KindleBreak)

https://www.amazon.com/gp/help/customer/display.htmi|?nodeld=200203720 (Kindle Source Code)

https://www.wired.com/2009/02/amazons-e-books/

https://the-digital-reader.com/2020/07/05/amazon-removes-active-content-section-of-the-kindle-store/

https://github.com/schuhumi/alpine kindle (Alpine Linux For Kindle)

https://github.com/simsor/kindle-doom (Doom for Kindle)
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